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An evolution of GPT cryptosystem

Motivations

o Post-Quantum cryptography
o Multivariate primitives
o Lattice Based primitives
e Code based primitives
@ Rank metric
o Smaller keys for a given security target
e Another alternative to Hamming metric or Euclidian metric
based primitives.
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@ Rank metric based cryptography
© Gabidulin codes and GPT cryptosystem
© An evolution of Gabidulin codes based cryptography

@ Conclusion and perspectives



An evolution of GPT cryptosystem
Rank metric based cryptography

@ Rank metric based cryptography



An evolution of GPT cryptosystem
Rank metric based cryptography

Rank metric, [Gabss]

Definition
® Y1,...,Ym, a basis of Fqm/Fg,
o e=(er,. .. ) € (Fgm)”, & = (e, i),
e].]. PR eln

Ve € (Fgm)", Rk(e) % Rk

€m1 - €mn

o A [n, k,d], code: C C Fgm, k-dimensional, where
d= minc;ﬁgec Rk(c)
@ Singleton property d — 1 < n—k (if n < m)
o Rk(e) =t < IV C Fgm, s.t. dimg(V) =t and ¢ €V, Vi
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Principle of rank metric code based cryptography

Key generation
@ Private-key

o C a[n, k,d], t-rank error decodable code over Fym
o L: Fgm — Fgm, s.t.

o L is vector-space isomorphism
o L is a rank isometry

o Public-key: Cpyp = L71(C).
Process

o Encryption: y = c € Cpyp + €, where Rk(e) < ¢

e Decryption: L(y) = L(c) € C + L(e) Decode
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Decoding complexities

Consider a random [n, Rn],-code over Fgm, m > n
@ Decoding errors of rank dn, [GRS12]:

2
m3 qéRn

@ Decoding errors of Hamming weight dn:

Lee-Brickell : n® n(_kgn
("¢

For R <1/2, ~ n3 g"log2(a)[H(R)—H(R-9)]

= Rank metric provides better security/size tradeoff
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Gabidulin codes, [Gabss]

Definition (Gabidulin codes)

Letg = (g1,...,8n) € (Fgm)", Fq-l.i., [i] aef q'. Generator matrix
of Gaby(g) of the form

gl gn
G=| :

k—1 k—1
gl gl

@ Properties of Gaby(g)
o Optimal [n, k, d], codes for rank metric: n—k=d —1
o P-time quadratic decoding up to t = [(n — k) /2]

e Sufficiently scrambled = McEliece-like cryptosystems.
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Rise and fall of GPT system - [GPT91, Ksh07, RGH11, OKN16]

o Linear rank preserving isometries of Fgm: P € My(Fq)

@ Since Gaby(g)P = Gab(gP) = Necessity of scrambling
o But
© For any published reparation, always possible to write

Gpub - Sl(Xl | \G,l/ )P*a P* € Mn(]Fq)

Gaby(g1)

@ = Stability through Frobenius, for all i,
(Gpun)? = 1 (x| GI7) P

© = Apply Overbeck's like attacks



An evolution of GPT cryptosystem
Gabidulin codes and GPT cryptosystem

How to mend it ?

o Find less structured codes for rank metric
e Use of subfield subcodes ? Not sufficient !

e Find a new way to mask the structure
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A novel idea: LRPC codes, [GMRz13]

o Let V C Fgm a A dimensional F4-subspace
o Let £L C Fgm, [n, k, d],~code with parity-check H of low rank:

H ¢ Vo< ¢ ke

@ Decodingy =c+e, e c £ where dimg(£) <t
Q Sinccec &” = yH =eH' C (£- V)" K
O (V)< act BeV>=dimg(E V)< tA
@ If tA < n— k, knowing V = recovers & from (€ - V)

= LRPC based cryptosystem was designed
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Mixing the ideas

Weaknesses and strengths
@ Gabidulin codes:

o Advantages: efficient deterministic decoding
e Drawbacks: too much structured

@ LRPC codes:

o Advantages: not structured

o Drawbacks: probabilistic decoding with failure g—("—k=At)

= use rank multiplication to scramble structure of Gabidulin codes
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The new cryptosystem

Proposition
Let V C Fgm with dimg(V) = A, and let P € M,(V), then

Vx € Fgm, Rk(xP) < ARk(x)

o Private-key:
o Gabk(g)
o V=<ai,...,a\ >4, A-dimensional
o P M,(V)

o Public-key: Cpyp = Gaby(g)P~!

Encryption: y = c € Cpyp + €, where Rk(e) < [(n — k)/(2))]
Decryption: yP = cP € C + eP, where Rk(eP) < |(n — k) /2]
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Security arguments

o Gab,(g)P~! # Gabi(gP™1): V not g-stable

® Cpyp and CI[;L]Ib, behave independently

e Complexity evaluation: reduce to the difficulty of finding V.
Since w.l.o.g. suppose 1 € V — loose 1 dimension. Therefore,
complexity of finding A — 1 dimensional subspaces:

~ qm(/\—l)—()\—l)z
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Proposition of parameters

g| m| n| k | t| )] Bits.Struc.Sec | Bits.Dec.Sec Size
2196|6440 3 206 139 11.5 KBytes
2|164|164|22|8|3 142 130 7.4 KBytes

o Key-size for classical McEliece: 1 MByte for 128 bits security

e Key-size factor gain: ~ 90
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Perspectives

@ Reducing key-size by some structural property
@ Thorough study of the security of the system

@ Designing additional cryptographic services
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