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Abstract. In this paper a generalization of classic Mollard construction for any
code length is given. It is shown that such generalized codes have the property of
partial robustness. These codes have less undetectable and miscorrected errors than
the traditional linear error-correcting codes, therefore, they are more useful for the
detection of multiple and repeating errors. It is also shown that the generalized
Mollard construction has some advantages in providing better protection against
multiple bit errors over the shortened Vasil’ev code, for some code parameters.

1 Introduction

Classic linear perfect codes, which correct single errors and detect double errors,
are usually used to increase the reliability of systems — in sense of protection
them against soft errors. Such codes are concentrated on a small subset of
the most probable errors (of small multiplicity) — they guarantee the error
detection for the errors, which multiplicity is less then the code distance d, but
the detection of errors which multiplicity is greater than d, is unpredictable
and inefficient. So, in case of multiple or repeating errors occurrence — i.e.
hard errors, caused by permanent faults — the reliability of the memory which
protection is based on classic linear perfect codes, cannot be guaranteed. As
the probability of multiple errors occurrence becomes higher in the presence
of new technologies (for example, a flash-memory effected by space radiation),
some authors (see, for example, [1]) propose to consider so called robust codes,
which guarantee a certain level of error detection.

Recall that a binary perfect (or closely packed) code C™ of length n = 2" —1,
m > 2, with the code distance 3 (which correct only single errors) is a code of
power |C"| = % The linear binary perfect code of length n and code distance
3 —i.e. the Hamming code — is usually denoted as H".

For any code D C F" a detection kernel (see [1]) is defined as the set of
masked errors for all of the codewords: Kery(D) = {e € F"|e+d € D,Vd € D}.
If D is a linear code, then Kery(D) = D.

Let Algp be an error correcting algorithm for the code D. If D, is a set of
errors which Algp tries to correct, then a correction kernel (see [1]) is defined
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as Ker.(D) ={e € ¥"|e ¢ D¢,,d € D,€’ € De,, Algp(e,d) = Algp(e’,d)}. The
correction kernel of the Hamming code is Ker.(H") ={e € F"|3,1 <i<n:
HeT = Hel'}, where e; is the vector of weight 1 with nonzero i-th coordinate
position.

A robust code (see [1]) is such a code D C F" which Kery(D) = 0. This

also means that maxzepn\ (01)@p(z) < 1, where Qp(z) = % is the

error masking probability of x. There are no undetectable errors for the ro-
bust codes. What is more, their minimum distance is at most 1, therefore
robust codes cannot be used for the error correction. A partially robust code
(see [1]) is a systematic (n,2F,d)-code D, which detection kernel is smaller
than 2%: |Kery(D)| < 2*. Such codes have undetectable errors, but the num-
ber of such errors decrease by several orders in comparison with the linear
perfect codes. At the same time, partially robust codes keep some structure
of linear codes. For any code D, the error masking probability is defined as
Qme(D) = maw(e¢K€Td(D))QD(e). These notions — Ker., Kery and Q,,. — are
the characteristics allowing to compare codes, which can be effective for the
correcting and detecting multiple errors.

Nonlinearity of some function f : F¥ — F* can be measured by means of its
derivative D, f(z) = f(z +v) + f(x), where v € F¥. If Pr(E) is the probability
of the event E occurrence, then the measure of the function f nonlinearity Py
can be defined as follows: Py = max,cpr\ (oymazpers Pr(Dy f(x) = b).

One method of constructing large classes of nonlinear codes with different
properties is a switching method. A code C' = (C\R) U R’ is obtained by a
switching of some set R with a set R in a binary code C, if the code C” has the
same parameters as C'. The first switching code construction was given by Yu.L.
Vasil’ev in [3]: if C* is any perfect binary code of length s, and f: C* — {0,1}
is some boolean function, then the set V2t = {(z + ¢,|z| + f(c),z) : = €
F*, ¢ € C*} is a perfect binary code of length 2s + 1 with the code distance 3.
If f is a nonlinear function, then the code V?**! is nonlinear one.

It is proved in [1] that the Vasil'ev code V*T! is a partially robust code
with the power of detection kernel |Kery(V?*1)| =2 and the error masking
probability Qu.(V#*1) = P;. Therefore, |[Kery(V+1)| = 25 < 2257 loga(s+1) =
|Kerq(H?**1)|, and the Vasil’ev code has less undetectable errors than the
Hamming code. Also, M. Karpovsky, K.J. Kulikowski and Z. Wang in [1] proved
partially robustness for the generalization of extended Vasil’ev codes. Such
codes (called shortened Vasil’ev codes V"=475%2) exist for any code length n >
4. Bounds for the error masking probability, and the number of undetectable
and miscorrected errors are found in that paper. The given classic switching
construction of Vasil’ev was further generalized by M. Mollard.

In this paper, the Mollard construction [2] is considered. It is proved that
the Mollard code is a partially robust code. Also a generalization of such
classic construction, error correcting algorithm and comparative analysis of
corresponding characteristics of Mollard and Vasil’ev codes are given.
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2 The generalized Mollard construction

An arbitrary vector x € F™ can be written down as follows: x = (211, 212, - -,
Tl X215 T2y« + s L2y« + 5 Ttl, Tt2y - - -, Tty ). 1t could be also written down as a
matrix Xy, with ¢ rows and m columns. The generalized parity check functions
are the followng functions: p1(z) = (v1,va,...,v) € F' v = 300 @i, pa(x) =
(w1, wa, ..., wy) € F™ w; =3t z;j. Let A® and B™ be two arbitrary binary
codes of length t and m respectively and the codes distance at most 3. Without
lost of generality, we assume that both of these codes contain the all-zero vector.
Let f : AY — F™ be any function. The following theorem states the classic
Mollard code construction.

Theorem 1. (Mollard M., [2]) A set M™ = {(z,a+pi(x),b+p2(x)+ f(a))|x €
Fi™ a € A',b € B™} is a binary code of length n = tm + t +m which minimal
distance equals to 3.

If A® and B™ are two perfect binary codes of length ¢t = 21 — 1 and m =
2™ — 1 respectively, then M™ is also a perfect binary code. Taking m =1 in
the Mollard construction, one can obtain some Vasil’ev code. But there exist
perfect Mollard codes which are not equivalent to the perfect Vasil’ev codes.
The Mollard construction let us to obtain nonlinear codes if f is nonlinear
function. The power of the detection kernel of M™ is given further.

Lemma 1. If A and B™ are systematic perfect codes, the Mollard code M™ =
{(z,a+ p1(x), b+ p2(z) + f(a))|x € Fi™ a € A b € B™} is systematic.

Let A® and B™ be arbitrary systematic perfect codes with parameters (t =

2l 1, ti—tl, 3) and (m = 2™ —1, %, 3) respectively. Therefore, the code A*
has t — t1 information bits and ¢; redundant bits, the code B™ has m — my
information bits and m; redundant bits. Without lost of generality, we assume
that the first ¢t — ¢; bits in any codeword from A! and the first m — m; bits in
any codeword from B™ are the information ones.

If P, : F'"™ — F! and P, : F'™ — F™ are such mappings that the code

distance of (z, Pi(x), Pa(x)) equals to 2, the following theorem is true.
Theorem 2. The Mollard code M1+ = {(z,a + Pyx,b+ Pyx + f(a))|x €

Fim q € Al,b € B™} with parameters (tm + t +m, 2"

» InFiEmTT 3) s a partially
tm+m
robust code with |K6rd(th+t+m)| _ 2m:1 and Py ch(z\{tm-l—t-i-m)'

The classic Mollard construction can be generalized to build partially robust
codes with any given code length n. Let f : A* — F™ be an arbitrary nonlinear
function such that f(0) = 0.

Theorem 3. The code M™ = {(z,a + pi(x,0),b + p2(x,0) + f(a))|z € F*,0 €
Fim==2 (0 < z <tm,a € Al,b € B™} is a partially robust code with parameters
(n=z+t+m, %,3), where |Kerq(M™)| = %,

probability Qp.(M"™) = Py. Adding one linear parity check bit to M™, we get a

and the error masking
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partially robust code M™ with the code distance 4, and power of detection kernel
and Max(c¢gery(n))@p(€) like that of the code M".

3 Memory protection architecture of the extended
generalized Mollard code

Let H4 and Hp be the check matrixes of A® and B™ respectively. If ¢ = (c; =
€, C2 = a+pl(xa 0)7 c3 = b+p2($> O) + f(ya)a Cq = p(.’E) +p(a) +p(b) +P(f(ya)))
is the codeword from M™, ¢ = (¢, ¢2, €3, ¢4) is the gotten distorted vector, then
¢ = C+ e, where e = (e, €2, e3,e4) is the error vector.

Let y4 and yp be the information bits of A® and B™, r4 and rp be the
redundant bits of A and B™, and s and yz be the distorted information
bits of A" and B™ respectively. For the localization and correction of errors,
let us define the signature S = (1, S2,53) for the vector ¢ as follows: S7 =
Ha(p1(c1,0) + ¢é2), S2 = Hp(p2(c1,0) + f(ya) + ¢3), Sz = p(é1) + p(pi(c1,0)) +
p(p2(c1,0)) + p(é2) + p(cs) + p(ca).

The purpose of the attached algorithm is to correct single errors in the
information part of the code, and to declare multiple errors and single errors in
the redundant part of the code as well. Recall that the length of the information
part of M™ equals to z 4+t +m — logy(t + 1) — logy(m + 1).

The error correction algorithm

Let us compute the signature S = (51,53, 53) for the word ¢, where Sy €
FlogQ(t—i-l)’ Sy € FlogQ(m—H)’ S5 € Fl
1. If § = Qlog2(t+D)Hoga(m+1)+1 then errors are not detected. Otherwise, there
exist one or more errors, which is/are detected.

2. If S5 equals to 0, and at least one value from S and S5 does not equal to 0,
then errors of even multiplicity are detected.

3. If S3 =1, So = Qlog2(m+1) g — glog2(t+1) then ¢4 = 1. Therefore, a single
bit error in the z 4+ ¢ 4+ m + 1th bit of the code occurred. The error is detected,
and there will be no attempt to correct it.

4. If 83 =1, Sy = 082041 G5 — h oy, where hgr is the kth column of Hp,
then a single bit error in the third part of the code, or multiple errors of odd
multiplicities are detected.

a) if k < m —logy(m + 1), switch the (z + ¢ + k)-th bit of ¢ and recalculate
Sy. If S = 0, then the single error in the (z + ¢+ k)-th bit of ¢ is detected and
successfully corrected. Else, multiple errors of odd multiplicities are detected.

b) if £ > m —logy(m + 1), then the error occurred in the redundant bits of
B™. The error is detected, and there will be no attempt to correct it.

5. If S5 =1, 51 = hyi, So = 0, where h i is the i-th column of Hy4, then a
single bit error in the second part of the code or multiple errors are detected.
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a) if i <t —logy(t + 1), switch the z + i-th bit of ¢ and recalculate S; and
So. If S; = 0l°82(t+1) and Sy = 0'°820m+1) | then the single error in the i-th bit of
cg —i.e. in the z 4 i-th coordinate of ¢ — is detected and successfully corrected.
Else, multiple errors occurred in the second part of the code.

b) if i > t —logy(t+ 1), then the error occurred in the redundant bits of A’.
The error is detected, and there will be no attempt to correct it.
6. If S3 =1, S = hgy, S1 = h,w, where h v and hy; are the ¢/-th and
the j’-th columns of H4 and Hp respectively, then the single error in one of
{1,...,z+ t}-th bits, or multiple errors are detected.

aA)if 1< (@ —1)m+j7 <t—-logt+1)<zorl< (' —1m+j <z<
t —logy(t+ 1), let us switch the i = (¢/ — 1)m + j'-th bit of ¢ and recalculate S;
and Sy. If Sp = 0°82(t41) and Sy = 0'82(m+1) then the single error in the i-th
coordinate of ¢ is detected and successfully corrected.

Otherwise, let us switch the #-th bit of ¢y and recalculate S; and Sy. If
Sy = 082+ and Sy = 0°82(m+1) then the single error in the z + i-th bit of
c is detected and successfully corrected.

In the other cases, multiple errors occurred.

b)if1<z< (' —1)m+j <t—1logy(t+1), we switch the i’-th coordinate
of ¢y and recalculate S; and Sy. If S = 082041 and Sy = 010820741 then the
single error in the z+i-th coordinate of ¢ is detected and successfully corrected.
Otherwise, multiple errors occurred.

c)if 1 < t—logy(t+1) < (¢ —1)m+j < z, let us switch the i =
(' —1)m + j'-th bit of ¢, and recalculate S; and Sy. If Sy = 01820441 and Sy =
0log2(m+1) then the single error in the i-th bit of ¢ is detected and successfully
corrected. Otherwise, the single error in the redundant bits of A® or multiple
errors occurred.

d)if 1 <t—logy(t+1)<z< (' —1)m+j orl<z<t—logy(t+1)<
(i’ —1)m+j4, then the single error in the redundant bits of A* or multiple errors
occurred. They are detected, but there will be no attempt for correction.

In all the other cases, multiple errors of odd multiplicity > 3 are detected.

Let k4 and kg be the dimensions of the codes A' and B™ correspondingly:
ka =t —logy(t +1),kp = m —logy(m + 1). The next theorem is true.

Theorem 4. Let M" be the extended generalizeed Mollard code with param-

eters (z+m +t+1, %,4). There are 2’3(%1 — 1) errors which are
conditionally detectable and |Kerg| = % undetectable errors. If only errors

occurred to the information part of the code are corrected, the number of errors
which are conditionally miscorrected is kakp - 2°7*4 (288 — 1), and the number
of miscorrected errors is ka(25TFat™ 1) 4 kp2*tkB — 2. The conditionally
detectable error masking probability and the conditionally miscorrected errors
miscorrection probability are limited by nonlinearity Py of function f.
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4 Conclusion

The generalized Mollard code, as well as the shortened Vasil’ev code, is able to
correct all the single errors and to detect multiple errors. It is easy to see that
the number of undetectable and miscorrected multiple errors for the generalized
Mollard code is much smaller than for the Hamming code.

If V* = Votst2 and M™ = M*#"++1 are the shortened Vasil’ev code of
length n and the generalized Mollard code of length n respectively, n = 21 4-ny,
where 0 < ny < 2°1, kg = [logy(n1)], then s =t =2 —1,a = ny—1, ny = z+m,
ny =22 +ny, 0 < ny < 282, Recall that |Kerg(V™)| = 2m~1 |V7| = 2nFi=2,
|Kerqg(M™)| = 3::;, |M"| = 2n—ki=F2=1 Hence, if t = 2" —1 and m = 2¥F2 — 1,
then the number of masked errors of M™ is 2F2~1 = mTH times smaller than

the number of masked errors of V™. At the same time, the power of M™ is also
oka—1 — mTH times smaller than the power of V™.

If the correlation (t + 1)(m + 1) = 2"+ is true for some code M™ (i.e. in
a fixed length n the code M™ has the highest power), and t = 2[°82("=D] (j ¢,
|Kerq(M™)| > |Kerqy(V™)]), then m = 1 and this code M™ is a Vasil’ev code.

Because the decreasing of ¢ (in a fixed code length n) causes the increasing
of z +m, the power of Kery(M™) is greater than the power of Kery(V™) while
t< 2[log2(n71)]'

It is easy to see that the number of miscorrected errors of M™ is less than
the number of miscorrected errors of V" while ¢ < 281 —1 and a > s—logy(s+1).
But the power of M" is less than or equal to the power of V™.

To some up, for some parameters, the Mollard codes have less undetectable
and miscorrected errors (and power) than the Vasil’ev codes. Therefore, if
multiple bit corruption or repeating errors exist, this construction can provide
better protection. The class of different Mollard codes is greater than the class
of different Vasil’ev codes. Therefore, there are some advantages to using the
extended generalized Mollard codes.
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