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Motivations

Quasi-yli odes are everywhere

Cryptography: Redue publi-key Size

Codes: MDPC, QC-MEliee, LRPC

Latties: Ring-LWE, NTRU

Coding theory: Redue omplexity, good properties

QC-LDPC onstrutions in standards

⇒ Goal:

1

Use the algebrai struture to improve e�ieny

2

Give a framework to study the seurity
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Position of the problem

Doubly irulant ode [2n, n] over F
q

C =< (I
n

| A) >, A irulant

Related ryptographi problems

Deoding in C, Hamming (rank) t errors

Finding low-weight (rank) odewords in C
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Atual gain in e�ieny

Without struture

Hamming, ISD: 2n

3

(
2n

n

)
/
(
2n−t

n

)

Rank: Let q = p

v

C

1

= t

3

n

3

p

⌈ (t(n+1)−n)
t

⌉
C

2

= n

3

v

3

min(pt⌊
v

2

⌋, p(t−1)⌊ (n+1)v
n

⌋)

C

3

= (n + t)3t3p(n+1)(t−1)
C

4

= (n + t)3p(t−1)(v−t)+2

Using the struture

Hamming: Gain of

√
n in deoding and n in �nding low-weight

odewords

Rank: ?
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Outline of the talk

Cellular odes

Projeted ellular odes

Hamming metri ase

Rank metri ase
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Cellular odes
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De�nition - (I)

g(x) =
∑

m−1

i=0

g

i

x

i ∈ K [x ] of degree m, and R
g

= K [x ]/(g)

ψ
g

: a(x) ∈ R
g

7−→ a = (a
0

, . . . , a
m−1

) ∈ K

m

Morphism of ommutative algebras

Φ
g

: a(x) ∈ R
g

7→ A︸︷︷︸
a ell

=




ψ
g

(a(x))
ψ
g

(xa(x))
.

.

.

ψ
g

(xm−1

a(x))


 ∈ K

m×m
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De�nition - (II)

De�nition

Let

GM =




a

1,1(x) · · · a

1,ℓ(x)
.

.

.

.

.

.

.

.

.

a

s,1(x) · · · a

s,ℓ(x)


→ G =




A

1,1 · · · A

1,ℓ

.

.

.

.

.

.

.

.

.

A

s,1 · · · A

s,ℓ




Then C
g

=< G >
K

is a g-ellular ode of index ℓ
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g

2

(x) = x

4

− 1

g

3

(x) = x

2

− 1

g

1

(x) = x

8

− 1

Figure: Di�erent ways of onsidering a doubly irulant ode as a ellular

ode
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Some properties and lak of properties

C
g

is an [n = ℓm, k ≤ ms]
K

ode

A

i ,j in the ommutative subalgebra ofM
m×m

(K ) generated by




1 0 0 · · · 0

0 1 0 · · · 0

.

.

.

.

.

.

.

.

.

.

.

.

g

0

g

1

g

2

· · · g

m−1




Generalisation of quasi-yli odes

Generally trivial automorphism group

No partiular struture of the dual ode
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Projeted ellular odes



On ellular odes and their ryptographi appliations

Projetion operation

Let f (x) ∈ L[x ], L ←֓ K of degree δ suh that f (x)|g(x).

Π : R
g

−→ R
f

= L[x ]/f · L[x ],
a(x) mod g(x) 7→ a

′(x) = a(x) mod f (x)

Let C
g

=< (A
i ,j) >

K

a ellular ode, C
f

=< (A′
i ,j) >L

, where

< (A
i ,j) >

K

Φ−1

g→< (a
i ,j(x)) >R

g

Π→< (a′
i ,j(x)) >R

f

Φ
f→< (A′

i ,j) >L
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Projeted ode

⇒

A

11

A

12

A

13

A

23

A

22

A

21

C

C
′

m

δ

A

′
11

A

′
12

A

′
13

A

′
23

A

′
22

A

′
21

Figure: Projeted ode with ℓ = 3

Proposition

C
f

is an f -ellular ode over L of length ℓδ and dimension ≤ s × δ
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Example

Parameters: K = F
2

, g(x) = x

6 − 1

G =






0



1



2



3



4



5



1



2



3



4



5



0



2



3



4



5



0



1



3



4



5



0



1



2



4



5



0



1



2



3



5



6



1



2



3



4




(x)
x(x)

x

2

(x)
x

3

(x)
x

4

(x)
x

5

(x)

g(x) = (x3 − 1)(x3 + 1) = (x2 − 1)(x4 + x

2 + 1).



On ellular odes and their ryptographi appliations

Example

1

f (x) = x

3 − 1, then let

a

0

= 

0

+ 

3

, a

1

= 

1

+ 

4

, a
3

= 

2

+ 

5

C
f

=<




a

0

a

1

a

2

a

1

a

0

a

2

a

2

a

1

a

0


 >

2

f (x) = x

2 − 1, and b

0

= 

0

+ 

2

+ 

4

, b

1

= 

1

+ 

3

+ 

5

C
f

=<

(
b

0

b

1

b

1

b

0

)
>
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Quasi-yli partiuliarity

If g(x) = x

m − 1, then b = (b
1

, . . . ,bℓ) ∈ K

mℓ
is in C⊥

g

, i�

∀i = 1, . . . , s

ℓ∑

k=1

a

i ,k(x)bk (x) = 0

⇒ C⊥
g

=< (B
i ,j)

ℓ−s,ℓ
i=1,j=1

>
K

Proposition

Let g(x) = x

m=uv − 1, and f (x) = x

u − 1 then

(C
f

)⊥ = (C⊥)
f

=< (B′
i ,j)

ℓ−s,ℓ
i=1,j=1

>
K
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General priniple of deoding

Input: y = + e,  ∈ C
g

Proedure:

1

ψ−1

g

(y)
⇒ (y

1

(x), . . . , yℓ(x)) = (
1

(x) + e

1

(x), . . . , ℓ(x) + eℓ(x))
2

Let f (x) ∈ L[x ] dividing g(x):

y

′(x) = (y ′
1

(x), . . . , y ′ℓ(x)) = ( ′
1

(x) + e

′
1

(x), . . . ,  ′ℓ(x) + e

′
ℓ(x))

3

ψ
f

(y′(x))⇒ y

′ = 

′ + e

′
,  ∈ C

f

4

Deode in C
f

Improves the deoding of C
g

??
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Hamming metri ase
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Projetion in Hamming metri

Proposition

Let e = (e
1

, . . . , eℓ) ∈ K

mℓ
of weight t. If

e

i

(x) = e

(1)
i

(x) + x

deg(f )
e

(2)
i

(x) and u

(2)
i

= wt(e
(2)
i

(x)) then:

wt(e′) ≤ t +

ℓ∑

i=1

(wt(f )− 2)u
(2)
i

≤ t(wt(f )− 1)

Consequene :

If f (x) = x

δ + a, a ∈ L ←֓ K then wt(e′) ≤ t
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Example

e

′
1

e

′
2

1 x x

2

x

3

x

4

x

5

x

6

1 x x

2

x

3

x

4

x

5

x

6

f (x) =

e

1

e

2

⇒ ⇒

e

(1)
1

e

(2)
1

f (x) =
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Deoding via projetion - (I)

Let n

′ = deg(f )ℓ

Let k

′ = deg(f )s

Choie of C
f

: hoose f (x)|g(x) suh that

t

′ = t(wt(f )− 1) ≤ d

GV

= n

′
H

−1(1− k

′/n′)

⇒ e

′
uniquely deoded with omplexity k

′2
n

′ (n
′

k

′)
(n

′−t

′

k

′ )

Use this information to �nish the deoding...
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Deoding via projetion - (II)

Conditions on the parameters: sine k

′/n′ = k/n

t(wt(f )− 1)

deg(f )
≤ ℓH−1(1− k/n)

Complexity: k

′2
n

′ (n
′

k

′)
(n

′−t

′

k

′ )

Finishing the deoding:

1

Punture C
g

on mt

′
positions ⇒ C̃

g

, [ñ = n−mt

′, k]

2

Deode weight max(t − t

′, 0) errors in C̃
g

with omplexity

≈ k

2(n −mt

′)

(
n−mt

′

k

)
(
n−max(t−t

′,0)
k

)
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⇒

e

′

C
f

ẽ

′

C̃
g
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Case of divisible quasi-yli odes

Let g(x) = x

m=uv − 1, then f (x) = (xv − 1)|g(x):
C
f

quasi-yli

wt(e′) ≤ wt(e)
Complexity gain ≈ (k/u)3/

√
v , provided GV satis�ed
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Appliation to MDPC ryptosystem

Original parameters : g(x) = x

4800 − 1, t = 84, ℓ = 2

(I | a)︸ ︷︷ ︸
9600

d

GV

= 0.11× 9600 = 1050 >> t

Choie of f (x) : x

400 − 1,

d

gv

= 88 for unique deoding in C
f

Reovering e

′
of weight 84 : gain of 12

3/4 ≈ 2

8

C̃
f

of dimension 4800 and length 9600− 84 ∗ 12 = 9596
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Rank metri ase
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Ation on the metri

Proposition

Let e ∈ K

mℓ
of rank t. Then if f (x) ∈ L[x ] and if [L : K ] = u

Rk(e′) ≤ u × Rk(e)

Importane of the smallest �eld in whih g(x) non-prime
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Deoding in rank metri

Let n

′ = deg(f )ℓ

Let k

′ = deg(f )s

Choose f (x) ∈ L[x ] | g(x) suh that

t

′ = ut ≤ d

GV

= (n′ + um)/2−
√

(um − n

′)2/4+ umk

′

⇒ e

′
uniquely deoded

Usually su�ient to reover e
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Appliation to LRPC Cryptosystem

Original parameters : g(x) = x

47 − 1, ode over F
2

47
, t = 4

g(x) = (x − 1)f (x)f ∗(x) in F
2

[X ]⇒ u = 1

C
f

[n′ = 46, k ′ = 23] over F
2

47

d

GV

= 13

Complexity omparisons

Log

2

(C
1

) Log

2

(C
2

) Log

2

(C
3

) Log

2

(C
4

)

C
g

129 218 216 187

C
f

126 120 117 184
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Perspetives

Canellation of errors by projetion ⇒ improvement of

omplexity

Fatorizable QC-odes: Improvement in the searh for small

weight odewords

Deoding via trellis of projetion

For ryptography: Take into aount fatorization of

polynomials x

m − 1


